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Mission Statement

The Mission of the Division of Capitol Police is to provide progressive law enforcement
and security services to Virginia’s government officials, employees, citizens of the
Commonwealth and its visitors.

May 28, 2009 Approved %

Chief of Police
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Overview

This Emergency Planning Manual was published by the

Division of Capitol Police. The manual is intended to be a
guide for the Emergency Coordinator or state employee to

use in developing a comprehensive plan for critical incident
management and is not intended to be an all inclusive

contingency plan. The following plan will help you to take
appropriate protective action for yourself and others. The

manual provides instructions, in a general scope, to be used
during critical incidents or emergency situations in the

Capitol District for the protection of legislators, state
employees, and visitors to the Commonwealth of Virginia.

Pre-action emergency planning

All persons should become familiar with:

e Reporting procedures outlined in this guideline.

e All means of exiting the building.

e Pre-designated safe staging areas outside of, and
away from the building.
e Each employee should have all emergency

numbers needed and a bomb threat check list near
his/her phone.

e Emergency Coordinators should be selected and
have a general knowledge and training on how to

handle emergency situations.
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Critical Incidents

Violent incidents, including but not limited to, acts of

terrorism, active shooters, assaults, or other incidents of
workplace violence, can occur in the Capitol District or in

close proximity with little or no warning. An “active shooter”
is considered to be a suspect or assailant whose activity is

immediately causing serious injury or death and has not been
contained.

1. Immediate Action - Secure the Immediate Area.

e Lock or barricade the door, if able. Block the

door using whatever is available - desks,
tables, file cabinets, other furniture, books, etc.

e After securing the door, stay behind solid
objects away from the door as much as

possible.

o If the assailant enters your room and leaves,
lock or barricade the door behind them.

o |f safe to do so, allow others to seek refuge
with you.

2. Protective Actions: Take appropriate steps to
reduce your vulnerability.

Close blinds.

Close windows.

Turn off radios and computer monitors.
Silence cell phones.

Place signs in exterior windows to identify
your location and the location of injured

persons.
o Keep people calm and quiet.

e After securing the room, people should be
positioned out of sight and behind items that

might offer additional protection - walls,
desks, file cabinets, bookshelves, etc.

Division of Capitol Police
P. O. Box 1138 Richmond, Virginia 23218
Emergency: (804) 786-4357 (HELP) / Non-Emergency: (804)786-2568
Page 3 of 27












Appendix C
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Handling Suspicious Packages

Things You May Encounter in the Mail

Legitimate packages - Biohazards
Harmless pranks - Chemicals
Pointed or edged items - Explosives

What Makes a Package Suspicious ?

Type of mail: Foreign, Priority, Special Delivery
(and not expected).

Restrictive endorsements: Confidential,
Personal, To Be Opened by Addressee Only.
Visual distractions: Fragile, Rush, Handle with
care.

Excessive postage: (usually stamps).

Fictitious or no return address.

Shows a city or state postmark that doesn’t
match the return address.

Poorly typed or handwritten addresses.
Incorrect titles or titles with no names.
Misspellings of common words.

Oily stains or discolorations.

Sticky or adhesive substances.

Excessive or uneven weight distribution.
Excessive binding material: Masking, electrical,
or strapping tape, string, or twine.

Rigid, lopsided, or uneven envelope.

Makes a sandy noise or any other noise when
moved.

Strange odor or chemical smell.

Crystallization on wrapper.

Powdery substance on or leaking from the
package.

Non-English writing.

Leaking any type of fluid.

Protruding wires, screws, or other metal parts.
Anything “out of the ordinary’” about the item.

If You Receive a Suspicious Package

Don’t shake or bump it (handle with care).

Don’t open, smell, touch, or taste it.

Treat it as suspect — notify your supervisor and call
the police immediately.

Attempt to check the validity of the package through
the return address.

Isolate the package immediately by placing it in a
sealable container (i.e., garbage bag).

Carefully remove rubber gloves (if worn) and place
them in the same container before sealing it.
Evacuate the immediate area, including your self.
Ensure that all persons who have handled the
package immediately wash their hands with soap and
water.

Notify the police immediately of suspicious
packages, persons, or incidents.

Division of Capitol Police
Emergency Numbers
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What Should I do if | Receive Mail
That Appears to be Contaminated?

Do not handle the mail or package suspected of
contamination.

Do not attempt to clean up any spilled contents.
Make sure the envelope or package is isolated
and the immediate area evacuated.

Ensure that all persons who have touched the
package or envelope wash their hands, face, and
arms with soap and water immediately.

Notify your supervisor and call the police
immediately.

Make a list of all persons who have touched the
envelope or package and contact information for
them as soon as possible. Provide this
information to the emergency responders upon
their arrival.

As soon as practical, shower with soap and
water. If you fear that you have been exposed to
a toxic substance, you may go to a local hospital
emergency room and advise them that you may
have been exposed to a hazardous material. If
you think you have been exposed to Anthrax,
seek medical attention immediately.

Contact the Center for Disease Control
Emergency Response Center at 770-488-7100
for answers to any questions.

This information is intended to be a guide for state employees. It was compiled from guidelines published by the
Centers for Disease Control, the U.S. Post Office, and the Virginia Division of Consolidated Laboratory Services.
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Division of Capitol Police

#1 Rule

Take All
Threats
Seriously

Examples of
Common Types of Threats

Direct:
- “I’m going to burn this
place down™.

Conditional:

- ““If | have to come down
there to straighten this out,
somebody is going to get

Threatening Communication

Threatening Telephone Calls

Tips for handling threats received
over the telephone:

*  Stay calm.

*  Keep the person on the phone as
long as possible.

*  Write down the information
word for word on the Bomb
Threat Checklist (It can be used
for any type of threat).

* |If you don’t understand what the
caller means, then ask for
clarification.

* If you have caller I.D. on your
telephone, write down the
caller’s phone number.

Note anything that might be
significant about the caller’s
voice (male/female, accent, etc.).

If the voice sounds familiar, note
who it sounds like.

Pay attention to any background
noises you might hear on the
telephone (street sounds, public
address systems, etc.).

Ask the caller their name,
location, and telephone number.
(Oddly enough, there have been
cases where the correct name and
address have been given).

Have someone notify police
IMMEDIATELY.

contact numbers
and keep them
posted in your
workplace.

For the Division of
Capitol Police call

786-HELP (4357)

hurt™.

Veiled: *  Ask the caller to give details Do NOT use the telephone after
_e' EYbu’II be Sorrv vou said (location of bomb, detonation receiving the call until you have
that” yy time, etc.). been authorized to do so by

at. police.
Know your What You Should Not Do
emergency Do not pull the fire alarm pull station.

Do not panic and encourage others not to panic.
Do not touch or allow others to touch any suspicious packages.
Do not make any general announcements without approval.

Other Threatening Communication

* Handle all letter threats as little as possible.

* Do not throw away the envelope.

* Do not erase an email threat from your computer, even if you don’t think

it is intended for you.

* Immediately report the threatening communication to the police.
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Employees With Disabilities
Special Assistance Required

Employee’s Name:

Work Location:

Work Phone:

Assistance Needed:

Staging Area:

Assigned Helper:

Employee’s Name:

Work Location:

Work Phone:

Assistance Needed:

Staging Area:

Assigned Helper:

Employee’s Name:

Work Location:

Work Phone:

Assistance Needed:

Staging Area:

Assigned Helper:

Employee’s Name:

Work Location:

Work Phone:

Assistance Needed:

Staging Area:

Assigned Helper:

Employee’s Name:

Work Location:

Work Phone:

Assistance Needed:

Staging Area:

Assigned Helper:

Employee’s Name:
Work Location:

Work Phone:

Assistance Needed:

Staging Area:

Assigned Helper:
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